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ESTABLISHING NETWORK COMMUNICATIONS WITH A PLURAUTY OF COMPUTERS WITH FIREWALL 
APPLICATIONS INSTALLED THEREON OVER A NETWORK 



COLLECTING THE INFORMATION FROM THE FIREWALL APPLICATIONS OF THE COMPUTERS UTILIZING 
THE NETWORK 



HEURISTICALLY ANALYZING THE INFORMATION TO ASCERTAIN INTRUSION ACTIVITY 
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GENERATING RULES FOR PREVENTING THE INTRUSION ACTIVITY UTILIZING THE RREWALL 
APPLICATIONS 
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) TRANSMUTING THE RULES TO THE FIREWALL APPLICATIONS OF THE COMPUTERS UTILIZING THE 

NETWORK 






' NOTIFYING SOURCE 
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IDENTIFYING AN INTERNET PROTOCOL (tP) ADDRESS ASSOCIATED WITH AT LEAST ONE SOURCE OF 
THE INTRUSION ACTIVITY 
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LOOKING UPON AN ELECTRONICAL ADDRESS BASED ON THE IP ADDRESS 
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GENERATING A SUMMARY OF THE INFORMATION RELATING TO THE INTRUSION ACTIVITY ASSOCIATED 
WITH THE SOURCE 



TRANSMITTING THE SUMMARY TO THE ELECTR0NIC4^AIL ADDRESS IN THE FORM OF ELECTRONIC- 
MAIL 
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REPORTING THE SOURCE OF THE INSTRUCTION ACTIVITY TO A CENTRAL HACKER WATCH SERVICE 



Fig. 4 



500 



510 



502 



504 



508 




Fig, 5 



